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AMENDMENTS TO THE CLAIMS 

The following listing of the claims will replace all prior versions and listings of the 
claims in the application: 

Listing of Claims: 

1 . (Currently amended) An encryption method for dividing a first plaintext bit stream 
of length 2n into first and second sub-bit streams of length n 5 dividing a second plaintext bit 
stream of length 2n into third and fourth sub-bit streams of length n, and generating a 
ciphertext bit stream of length 2n from the first, second, third and fourth sub-bit streams 
using 2-rounds of encryption, the method comprising the steps of: 

performing the first-round of encryption by encrypting the received the first and 
second sub-bit streams with predetermined first encryption codes an odd number of times[[,]] 
and outputting first and second ciphertext bit streams , e ncrypt e d again with a predetermined 
tim e delay right aft e r th e first ciph e rt e xt bit str e ams of l e ngth n are outputtod , wherein the 
first ciphertext bit stream is encrypted a first number of times and the second ciphertext bit 
stream is encrypted a second number of times, the second number of times exceeding the first 
number of times ; 

generating a first operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the first ciphertext bit stream and the third sub-bit stream at the sam e tim e 
of p e rforming th e first round of e ncryption ; 

generating a second operated ciphertext bit stream by performing a logical exclusive- 
OR operation on the second ciphertext bit stream and the fourth sub-bit stream; and 

performing the second-round of encryption by encrypting the received first operated 
ciphertext bit stream and the second operated ciphertext bit stream , comprising the 
pr e d e t e rmined time delay, with predetermined second encryption codes an odd number of 
times[[,]] and concurrently outputting the-third and fourth ciphertext bit streams of length n 
aft e r onc e more encrypting the first op e rated ciph e rtext bit stream with predetermin e d second 
e ncryption codes , wherein the third ciphertext bit stream is encrypted a third number of times 
and the fourth ciphertext bit stream is encypted the fourth number of times, the fourth number 
of times exceeding the third number of times, 
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wherein the last encryption for the second ciphertext bit stream in the first-round is 
performed at the same time of performing the first encryption of the first operated ciphertext 
bit stream in the second round of encryption . 

2. (Previously presented) The encryption apparatus of claim 1 , wherein the 
predetermined first encryption codes comprises at least one of KOi,i, KOi,2, KOi,3, KIjj, 
KI,, 2 , and KI,, 3 . 

3. (Previously presented) The encryption apparatus of claim 1, wherein the 
predetermined second encryption codes comprises at least one of K02,i> K02,2> K02,3, Kl2,i, 
KI 2 , 2 , and KI 2 ,3. 

4. (Previously presented) The encryption method of claim 2, wherein the first-round 
encryption step comprises the steps of: 

generating a first signal by performing a logical exclusive-OR operation on the first 
sub-bit stream and the first encryption code KOij to provide a first exclusive-OR operated 
bitstream, encrypting the first exclusive-OR-operated bit stream with the first encryption code . 
KIi i to provide a first encrypted signal, and performing a logical exclusive-OR operation on 
the first encrypted signal and the second sub-bit stream delayed by time required for the 
encryption; 

generating the first operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the second sub-bit stream and the first encryption code KOi,2, to provide a 
second exclusive-OR operated bitstream[[,]] encrypting the second exclusive-OR-operated 
bit stream with the first encryption code KIi^ to provide a second encrypted signal, and 
performing a logical exclusive-OR-operation on the second encrypted signal and the first 
signal; 

generating the second operated ciphertext bit stream by performing a logical 
exclusive-OR-operation on the first signal and the first encryption code KOi,3 to provide a 
third exclusive-OR operated bitstream, encrypting the third exclusive-OR-operated bit stream 
with the first encryption code KIj^, and performing a logical exclusive-OR-operation on the 
encrypted signal with the first sub-bit stream delayed by time required for the encryption. 



Page 3 of 10 



Appl. No. 10/679,391 

Reply to Office Action of October 15, 2008 

5. (Previously presented) The encryption method of claim 3, wherein the second- 
round encryption step comprises the steps of: 

generating a second signal by performing a logical exclusive-OR-operation on the 
first operated ciphertext bit stream and the second encryption code KO2J to provide a fourth 
exclusive-OR operated bitstream, encrypting the fourth exclusive-OR-operated bit stream 
with the second encryption code Kl2,i to provide a third encrypted signal, performing a 
logical exclusive-OR-operation on the third encrypted signal and the second operated 
ciphertext bit stream to provide a fifth exclusive-OR operated bitstream; 

generating the third operated ciphertext bit stream by performing a logical exclusive- 
OR-operation on the second operated ciphertext bit stream and the second encryption code 
K02,2, encrypting the fifth exclusive-OR-operated bit stream with the second encryption code 
Kl2,2 to provide a fourth encrypted signal, and performing a logical exclusive-OR-operation 
on the fifth encrypted signal and the second signal delayed by time required for the 
encryption; and 

generating the fourth ciphertext bit stream by performing a logical exclusive-OR- 
operation on the second signal and the second encryption code KO23 encrypting the sixth 
exclusive-OR-operated bit stream with the second encryption code KI23, and performing a 
logical exclusive-OR-operation on the encrypted signal with the third operated ciphertext bit 
stream. 

6. (Original) The encryption method of claim 5, wherein each of the encryptions 
includes first and second sub-encryptions, and outputs from the first and second sub- 
encryptions are stored and simultaneously retrieved according to an external clock signal. 

7. (Original) The encryption method of claim 5, wherein a 16-bit input bit stream is 
divided into a 9-bit stream and a 7-bit stream, a 9-bit ciphertext bit stream is generated from 
the 9-bit stream using a first equation, and a 7-bit ciphertext bit stream is generated from the 
7-bit stream using a second equation in each of the sub-encryptions, wherein said first 
equation comprises 
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yt = (s0xZ)©^©(x2a5)©(x5x6)©Cx0x?)®fel^)@(^)©fe428)©(25d)©(i7x8)©'r; 
yl = xl©feDxl)©(x2x3)©^ 

ft = xl@(xDx3)©(x3sl)®(s0x5)®(xZxfi)5)(x3s6)®(K5x6 )®(x4X7)©fe52? )®(xEx7 J©x8aCx0s8)©' 1 * ; 
y3 = x0efelx2)©(x0a)$xM>©tf©(x^ 
y4 = (xDxl)$(xlx3)$xifKx(bS)®x3x^ 
y5 = x2$(x]x4)®(x4£)<!)(xM)©(xlx6)$M 

y6 = xfl$(xZx3)©(xlj5)€)(x2x5)$(x4x5)$6£3sfi 5e^)©(x5^)©x7©(xlx8)6(j3x8)©(x5x8)$(i:7x8): 

= (xDxl0xOxZ)®(xix2)rI&3®^^^ 
y8 = (s0xl)$x2®(xlx2)®(x3x4)$(xlx5® 

and said second equation comprises 



8. (Currently amended) An encryption apparatus for dividing a first plaintext bit 
stream of length 2n into first and second sub-bit streams of length n, dividing a second 
plaintext bit stream of length 2n into third and fourth sub-bit streams of length n, and 
generating a ciphertext bit stream of length 2n from the first, second, third and fourth sub-bit 
streams using 2-rounds of encryption, the apparatus comprising: 

a first ciphering unit for receiving the first and second sub-bit streams, and generating 
first and second ciphertext bit streams of length n by encrypting the first and second sub-bit 
streams with predetermined first encryption codes KOj.i, KOi,2, KO]^, KIjj, KIi j2 , and KIj )3 
an odd number of times , and th e s e cond ciphertext bit str e am encrypt e d again with a 
pred e t e rmin e d tim e d e lay aft e r th e first ciph e rt e xt bit str e ams of length n ar e outputt e d^ 
wherein the first ciphertext bit stream is encrypted a first number of times and the second 
ciphertext bit stream is encrypted a second number of times, the second number of times 
exceeding the first number of times : 
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an operating unit for generating a first operated ciphertext bit stream by performing a 
logical exclusive-OR-operation on the first ciphertext bit stream and the third sub-bit stream 
at th e sam e tim e of p e rforming th e first round of e ncryption , and generating a second 
operated ciphertext bit stream by performing a logical exclusive-OR-operation on the second 
ciphertext bit stream with the fourth sub-bit stream; and 

a second ciphering unit for receiving the first operated ciphertext bit stream and the 
second operated ciphertext bit stream comprising th e pr e d e t e rmined tim e d e lay , generating 
third and fourth ciphertext bit streams of length n by encrypting the first operated ciphertext 
bit stream and the second operated ciphertext bit stream with predetermined second 
encryption codes K02,i, KO^, KC>2,3> Kl^u ^2,2, and KI 2 ,3 an odd number of times, and 
concurrently outputting the third and fourth ciphertext bit streams aft e r e ncrypting th e first 
operated ciphert e xt bit str e am again with pred e t e rmin e d second e ncryption codos , wherein - 
the third ciphertext bit stream is encrypted a third number of times and the fourth ciphertext 
bit stream is encypted the fourth number of times, the fourth number of times exceeding the 
third number of times, 

wherein the last encvption for the second ciphertext bit stream in the first-round of 
encryption is performed at the same time of performing the first encyption for the first 
operated ciphertext bit stream in the second-round of encryption. 

9. (Previously presented) The encryption apparatus of claim 8, wherein the first 
ciphering unit comprises: 

a first block comprising a first exclusive-OR operator for performing a logical 
exclusive-OR operation on the first sub-bit stream and the first encryption code KOij, a first 
sub-cipher for encrypting the exclusive-OR-operated bit stream with the first encryption code 
KIij, and a second exclusive-OR operator for generating a first signal by performing a 
logical exclusive-OR operation on the encrypted signal with the second sub-bit stream being 
delayed to provide time for the encryption; 

a second block comprising a third exclusive-OR operator for performing a logical 
exclusive-OR operation on the second sub-bit stream and the first encryption code KOi,2, a 
second sub-cipher for encrypting the exclusive-OR-operated bit stream with the first 
encryption code KIi >2 , and a fourth exclusive-OR operator for generating the first operated 
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ciphertext bit stream by performing a logical exclusive-OR operation on the encrypted signal 
and the first signal; and 

a third block comprising a fifth exclusive-OR operator for performing a logical 
exclusive-OR operation on the first signal and the first encryption code KOi,3, a third sub- 
cipher for encrypting the exclusive-OR-operated bit stream with the first encryption code 
KJp, and a sixth exclusive-OR operator for generating the second operated ciphertext bit 
stream by performing a logical exclusive-OR-operation on the encrypted signal and the first 
sub-bit stream delayed by time required for the encryption. 

10. (Previously presented) The encryption apparatus of claim 8, wherein the 
second ciphering unit comprises: 

a fourth block comprising a seventh exclusive-OR operator for exclusive-OR- 
operating the first operated ciphertext bit stream with the second encryption code K02,i, a 
fourth sub-cipher for encrypting the exclusive-OR-operated bit stream with the second 
encryption code Kl2,i, an d an eighth exclusive-OR operator for generating a second signal by 
performing a logical exclusive-OR-operation on the encrypted signal and the second operated 
ciphertext bit stream; 

a fifth block comprising a ninth exclusive-OR operator for exclusive-OR-operating 
the second operated ciphertext bit stream with the second encryption code K02,2, a fifth sub^ 
cipher for encrypting the exclusive-OR-operated bit stream with the second encryption code 
KI 2 ,2, and a tenth exclusive-OR operator for generating the third ciphertext bit stream by 
performing a logical exclusive-OR-operation on the encrypted signal and the second signal 
delayed by time required for the encryption; and 

a sixth block comprising an eleventh exclusive-OR operator for performing a logical 
exclusive-OR operation on the second signal with the second encryption code KO23, a sixth 
sub-cipher for encrypting the exclusive-OR-operated bit stream with the second encryption 
code Kl2,3, and a twelfth exclusive-OR operator for generating the fourth ciphertext bit stream 
by performing a logical exclusive-OR operation on the encrypted signal and the third 
ciphertext bit stream. 

1 1 . (Previously presented) The encryption apparatus of claim 10, wherein each of 
the first to sixth sub-ciphers includes first and second sub-ciphering units, and a register for 
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storing the outputs of the first and second sub-ciphering units and simultaneously retrieving 
the outputs according to an external clock signal. 

12. (Original) The encryption apparatus of claim 1 1 , wherein each of the first and 
second sub-ciphering units divides a 16-bit input bit stream into a 9-bit stream and a 7-bit 
stream, and generates a 9-bit ciphertext bit stream from the 9-bit stream using a third 
equation, and a 7-bit ciphertext bit stream from the 7-bit stream using a fourth equation, said 
third equation comprising 

J* = 0M)©x3$(x2*)©M 
yl = xt©(xDxl)©(x23S)©(^ 
ft = xl®x0x3)$(x3ri)$M 
yl = xO©WxZ)©UQtf )©txM)^^ 
y< = (^xl®(xlx3)©x4$ 

y6 = xQ©(xZx3)®(xlx5)©( 
f> = (3d)xl®(x0x2)©M 
y8 = (x0xl)$x2$(xltf)©^ 

and said fourth equation comprising 
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